
For additional information AMI Security Center or email mediasecurityinqueries@ami.com 

 

 
AMI Security Advisory  

 

Security Audit Reported Vulnerabilities  

ID: AMI-SA-2025008 | October 14, 2025  

 

INTRODUCTION 

The following represents AMI's monthly public disclosure of vulnerabilities identified in the proprietary 
implementations of its products. If the fix version includes "Aptio," AMI's UEFI product, AptioV, was 
affected.  

 

SECURITY VULNERABILITIES AND REMEDIATION INFORMATION 

Vulnerability CVSS Vector CVSS 
Score 

CWE Fix Version 

CVE-2025-22831 CVSS:4.0/AV:L/AC:L/AT:P/PR:L/UI:N/VC:L/VI:H/V
A:H/SC:N/SI:N/SA:N 

5.9 CWE-787 AptioV_5.041 

CVE-2025-22832 CVSS:4.0/AV:L/AC:L/AT:P/PR:L/UI:N/VC:L/VI:H/V
A:H/SC:N/SI:N/SA:N 

5.9 CWE-787 AptioV_5.041 

CVE-2025-22833 CVSS:4.0/AV:L/AC:L/AT:P/PR:L/UI:P/VC:L/VI:H/V
A:H/SC:N/SI:N/SA:N 

4.6 CWE-787 AptioV_5.041 

CVE-2025-33044 CVSS:4.0/AV:L/AC:L/AT:P/PR:L/UI:N/VC:L/VI:H/V
A:H/SC:N/SI:N/SA:N 

5.9 CWE-119 AptioV_5.041 

 

 

 

Change History 

Date Revision Description 
10-14-2025 1.00 First publication of document 
10-14-2025 2.00 Added CVE link 
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